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Abstract— This paper covers defensive security technologies
and secure programming techniquesemployed in the OpenBSD
operating system. Privilege separation, a secure design pattern
which is implemented in many pri vileged processes,is discussed
basedon the network time protocol daemon OpenNTPD. After -
wards a closer look at address space and memory protection
techniqueslik e WˆX and the Stack SmashingProtector is taken.
Finally the processof gathering entropy in order to producehigh
quality random numbers is discussedbasedon examplesfound
in the OpenBSDoperating system.

I . INTRODUCTION

OpenBSDbelieves in strong security and thus has been
chosento serveasanexamplefor anoperatingsystemwhich is
implementingsecuritymeasuresinto many areasof thesystem.
Their opensoftwaredevelopmentmodelpermitstheOpenBSD
teamto take a moreuncompromisingview towardsincreased
security than Sun,SGI, IBM, HP [5]. Thereis also a strong
believe in full disclosureof security problemswhich means
that security issuesdo not stay hidden from the users.The
sourcecodeis constantlyauditedby membersof theOpenBSD
teamwho searchfor and �x software bugs. Becauseof this
audit process,�a ws have beenfound in just aboutevery area
of the system.Entire new classesof securityproblemshave
beenfound and often sourcecode,which had beenaudited
earlier, needsre-auditingwith thesenew �a ws in mind. Many
new ways of how to solve problemshave resultedfrom the
audit process.Sometimestheseideashave beenusedbefore
in somerandomapplicationwritten somewhere,but perhaps
not taken to the degreethat OpenBSDdoes:

� strlcat() andstrlcpy() - size-boundedstring copying and
concatenation.

� Memory protectionpurify
– WˆX: This policy is called (W xor X) and means

that a pagemay be either writeable or executable,
but not both (unlessapplicationrequested...)

– Randomizedmalloc()
– Randomizedmmap()
– atexit() andstdio protection

� Privilege separation
� Chroot jailing
� ProPolice(SSP- StackSmashingProtector)
� ...
The goal of this paperis to take a closer look at someof

thesetopics,explain them in greaterdetail and presentsome
strategies for securesoftwaredevelopment.

I I . PRIVILEGE SEPARATION

A common problem many daemonprocesseslike NTPD
(Network Time Protocol Daemon), SMTPD (Simple Mail
TransferProtocolDaemon),HTTPD(HyperText TransferPro-
tocol Daemon)or BGPD (BorderGateway ProtocolDaemon)
sharewith eachother is that they run with extra privileges
grantedto them either by the setuidor setgidbits or by the
userwhich hasexecutedthem(e.g. root). The reasonfor this
is becausesuch programsrequireextra privilegesat various
times throughouttheir lifecycle [3] (e.g. binding a socket to
a privileged port) and thus can not drop the extra privileges
permanently.

Oneway to solve thisproblemis to useprivilegeseparation.
The conceptof privilegeseparationis to setup two processes
where one processis solely responsiblefor performing all
privilegedoperations,andit doesabsolutelynothingelse.The
secondprocessis responsiblefor performing the remainder
of the program's work, which does not require any extra
privileges.

Usually the two processesarecloselyrelated,which means
that they are the sameprogramsplit during initialisation into
two separateprocessesusingfork(). Right after the separation
of thetwo processes,thechild processdropsall privilegesand
usuallydoesa chroot() into somespecialdirectorywhich has
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Fig. 1. Privilege Separation:Data �o w.

beencreatedfor it (e.g./var/empty). As illustratedin Figure1,
abidirectionalcommunicationschannelexistsbetweenthetwo
processesto allow the unprivileged processto sendrequests
to the privilegedprocessand to receive the results.

By splitting the processesinto a privilegedand an unpriv-
ileged part, the risk of privilege escalationattacksis signi�-
cantly reduced[3]. Sincethe parentprocesswill refuseto do
any operationthe child doesnot need,there is only a small
window of attack possibilities left. The unprivileged child
usually is responsiblefor mostof the program's functionality
and thus standsthe greatestrisk of compromise,but sinceit
hasno extra privilegesof its own, an attacker doesnot stand
to gain much from the compromise.

A. Privilege Separation in OpenNTPD

OpenNTPDwill serve asa goodexamplefor theconceptof
privilegeseparationanda closerlook at thesetupof aprivilege
separateddaemonis taken.

During the initialisation phase,a Unix domainsocket pair
is createdusing socketpair(), which createstwo endpoints
of a connectedunnamedsocket. Afterwards a child process
is forked using fork() and it immediately drops all extra
privilegesandchroot()'s to /var/empty. Now thereis a parent
ntpd processrunningasroot andthechild ntp enginerunsas
theuser ntp: ntp. Thecommunicationbetweentheparentand
the child is establishedthroughthe Unix domainsocket and
a buffer- and imsg- framework is usedfor passingmessages
betweenparentandchild (seeFigure2).

OpenNTPDusestwo messagetypesfor thecommunication
betweenthe parentntpd processand the childs ntp engine:

� IMSG ADJTIME: ntp engineasksthe parentto do call
adjtime() in order to correct the time to allow synchro-
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Fig. 2. OpenNTPDprivilege separatedwith internalmessage�o w.

nization of the systemclock. This processrequiresroot
privileges.

� IMSG HOST DNS: ntpengineaskstheparentto resolve
hostnameswhich requiresaccessto /etc.

This demostratesthat there is only a tiny fraction of code
running as root which correctsthe current systemtime by
someoffsetor resolveshostnames.The restof the implemen-
tation which is basicallyresponsiblefor

� �ltering repliesto increaseaccuracy
� sendingqueriesto all peers
� collapsingtheoffsetslearnedfrom eachpeerinto a single

medianoffset andcall adjtime()
is much more complex and runs as an unprivileged user

chrootedto a safedirectory.

I I I . WˆX - THE MECHANISM

A modernoperatingsystemde�nes many different access
permissionsfor �les. Somemaybeexecutable,somewriteable
andsomemay be readable(of coursetherearealsocombina-
tions of thesepermissions)and a good systemadministrator
knows that by giving a �le the correct permissions,trouble
canbeavoided.Takinga look at theoperatingsystemsaddress
spacerevealsthat therearemany situationswherememoryis
both writeableand executable(permissions= W j X) where
it doesnot needto be, and becauseof this many bugs are
exploitable.

A way to solve this permissionproblemwould be to think
about a genericpolicy for the whole addressspace,so that
eachpagemay eitherbe writeableor executable,but not both
unlessthe applicationrequestsit. This policy is called WˆX
(W xor X).

The implementationof sucha policy dependson theMMU
(MemoryManagementUnit)architecture.Some architectures
like sparc, sparc64, alpha, amd64, ia64 andhppahave a per-
pageX bit, whereaswith the i386 architectureit alreadygets
tricky since there is no per-pageX bit, but there is a code
segmentlimit which canbe usedto achieve the samegoal.

A. WˆXtransitiononarchitectureswith per-pageX bit support

Beforeit is possibleto take advantageof theper-pageX bit,
a few processaddressspacechangesneedto be done.First
a look at how staticbinarieslook like in memory(see�gure
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The �rst goal is to make the stacknon-executable,but in
order to achieve that, the signal trampoline(sigtramp), which
is a specialpieceof codeproviding supportfor invokingsignal
handlersfor a process,is at the top of the stackwhena new
processis created,and thus hasto be moved away from the
top pageof the stack�rst. The sigtramporiginally hasRWX
permissionsbut thewrite permissionis not necessaryandthus
removed.

Taking a look at how sharedlibraries are mapped,reveals
more placeswhere things can be done better. Even though
the data segmentsaresupposedto be only RW-, they contain
objectswhich are RWX. An additionaldangeris that some
objectslike GOT (sharedlibrary GlobalOffsetTable)andPLT
(sharedlibrary ProcedureLinkage Table) are writeablewhen
they do not needto be (seeleft handsideof �gure 4).

In order to purify the pagepermissionsGOT and PLT get
their own pagesandbecomenon-writeable.After this change,
the data segment has no more objects with X permissions
(seeright hand side of �gure 4). In order for this to work,
the runtime link editor has to be changedto cope with
theserearrangements.Finally the ELF binary which hasbeen
mappedinto memory, has no more pageswhich have write
andexecutepermissions.

B. WˆX transitionon architectureswithout per-page X bit

On architectureswherethe MMU doesnot supporta per-
pageX bit as on i386, other ways have to be found in order
to achieve the samegoal. On i386 there is a code segment
limit which leads to a less re�ned rangeof execution.The
basic idea is to split the addressspacein a data and code
part.This meansthat thereis a bordelinein the addressspace
above which executiondoesn't work, so whenever memoryis
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Fig. 4. Mappingdynamiclibraries.

mapped,codeis split from dataandmovedlow, whereasdata
is moved up high into the non-executableareaof the address
space.With this approachit is again possibleto split up a
binary in order to purify permissionsto get the desiredWˆX
effect.

IV. STACK SMASHING PROTECTOR

TheStackSmashingProtectorwhich hasbeendevelopedat
the IBM researchdivision in Tokio, presentssomenew ideas
for improving the stateof theart in buffer over�ow detection.
Basically the main ideasare the reorderingof local variables
to place buffers after pointers to avoid the corruption of
pointersthatcouldbeusedto furthercorruptarbitrarymemory
locations,the copying of pointersin function argumentsto an
areaprecedinglocal variablebuffers to prevent the corruption
of pointers that could be used to further corrupt arbitrary
memorylocations,and the omissionof instrumentationcode
from somefunctionsto decreasethe performanceoverhead.

In order to fully understandthe conceptsof the Stack
SmashingProtector, a closer look at how a typical stack
structureis organized,aftera functionis called,mustbetaken,
and the possiblekinds of attackscenariosmustbe classi�ed.
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The typical stack structure,after a function is called, is
shown in Figure IV with the stack pointer pointing to the
top of the stack.The C programminglanguageusesthe area
from the top of the stackin the following order:

� local variables,
� the previous framepointer,
� the returnaddress,
� andthe argumentsof the function

wherethe frame pointer locatesthe current frame and the
previous frame pointer storesthe frame pointer of the caller
function.

Now let's have a look at a simplebuffer over�ow example
in order to get a better understandingof the problem. The
function foo (seeFigure IV) demonstratesa buffer over�ow
whichoccursbecauseof thefactthatthefunctionstrcpy()does
not checkthesizeof theoutput,thusit cancopy morethan10
bytesof datato buf. Whatwill happenis thatthecharacters”Hi
my name”,0x01010101,0x02020202and0x03030303will be
assignedto buf, variable, the previous framepointer, and the
returnaddressrespectively, if we assumethat 32 bit variables
are used.After the foo function �nishes, it will return to it' s
caller by jumping to the addresspointed to by the previous
frame pointer, but since this pointer has been overwritten
with the value 0x03030303,the function will return to that
addressinstead,which isn't the caller address.If we even
further assumethat maliciouscode is locatedat the address
0x03030303,it will be executedwith the sameprivilege level
as the application.

Sinceit shouldbe clear by now how buffer over�ows can
be exploited, a classi�cation of attackmethodstargeting the
stackcanbe made:

� Returnaddress:This is the mostpopularattackmethod.
The functionsreturn addressis overwritten with an ad-
dresspointing to maliciouscode.

}

void foo()

long *variable;
{

char  buf[10];
...

strcpy(buffer, "Hi my name111122223333");
...

Fig. 6. Buffer over�ow example.

� Local variables:Attackingthelocal variablesusuallyhas
very little effect and is seldomlyused.

� Argument variables: The function pointer variable is
anotherpopulartarget for attacks.Assigningthe function
pointervariableof an argumentor a local variableto the
attackcode is a typical attackmethod.In this case,the
vulnerableplace can be found by checking the source
program.

� Previous framepointer: Sincethe location of the return
addressis determinedby theframepointer, andtheframe
pointer is assignedto the value of the previous frame
pointerat the time of functionreturn,it is possiblefor an
attacker to createa fake framethathasthereturnaddress
pointedto attackcode.

A. Stack ProtectionMethod

As describedin the previous section,there are four areas
on the stackwhich needspecialattentionandprotection:the
location of the arguments,the return address,the previous
framepointerand the local variables.

In order to be able to protect the �rst three areasfrom
change,a guardvariableis introduced.The guardis inserted
next to the previous frame pointerand it is prior to an array,
which is the locationwhereanattackcanbegin to destroy the
stack.

A random value is chosenfor the guard variable at the
functionprologueandthe randomvalueassignedto theguard
is checkedby thefunctionepiloge.Sothemainrequirementof
theguardvalueis that it mustbea valuethatanattacker can't
know. Randomnumbersare usedas guardvalueswhich are
calculatedat the initialisation time of the applicationwhich
cannot be discoveredby a non-privilegeduser.

Now it is possibleto introduce a safety function model,
which involves a limitation of stackusage(see�gure IV-A)
in the following manner:

� the location (A) hasno arrayor pointervariable
� the location (B) hasarraysor structures
� the location (C) hasno array

Now theonly vulnerablelocationfor stacksmashingattacks
is location (B). But since it is now possibleto detectsuch
attacksby veri�cation of the guardvalue,programexecution
will stop immediatelyif damageoutsidethe frame hasbeen
detected.
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In orderto protectthefourth areafrom change,the location
of arrays and local variables is swapped.Arrays are now
placed closer to the random guard value and integers and
pointersare placedfurther away. Becauseof this reordering,
anattackon pointervariablesin a functionframewill alsonot
succeedsincethe location(B) is the only vulnerablelocation
for a stacksmashingattackand the damagegoesaway from
location (C).

V. RANDOM NUMBERS

The computerhas beendesignedto be deterministicand
very predictable.Henceit is very hardanddif�cult to produce
truly randomnumberson a computeras opposedto pseudo
random numbers,where the sequenceof numbersis deter-
ministic. Soevenwith a largeperiodof randomnumbers,it is
easyfor theskilled attacker to guessthecorrectsequence,and
for someapplicationsthis is not acceptable.Instead,”environ-
mentalnoise” from the computer's environment,which must
be hard for outsideattackers to observe, is gatheredin order
to generaterandom numbers.The best place for gathering
environmetal noise on a UNIX system, is from inside the
kernel.Sourcesof randomnessmustbe chosenwith careand
they must ful�ll the following requirements:

� non-deterministic
� hardfor an outsideobserver to measure

Examplesof suchsourcesof randomnesswould be:

� inter-keyboardtimings
� inter-interrupt timings
� �nishing time of disk requests
� mouse-interruptimings
� �nishing time of net input
� tty activity which consistsof inter-keypresstimings as

well as the characterwhich hasbeenentered
� audiorandomness
� ...

Randomnessfrom thesesourcesis addedto an ”entropy
pool”, which is mixed usinga CRC-like function. This is not
cryptographicallystrong,but it is adequateandfastenoughso
that the overheadon doing it on every interruptis reasonable.
All theserandombytesare mixed into the entropy pool, and
theroutineskeepanestimateof how many bits of randomness
have beenstoredinto the randomnumbergenerator's internal
state.

Whenever randombytesare desired,they are obtainedby
taking the MD5 hashof the contentof the entropy pool. An
MD5 hash is used in order to avoid exposing the internal
state of the entropy pool, since it is believed that it is
computationallyinfeasibaleto derive any useful information
aboutthe input of MD5 from its output.Even if it would be
possibleto analyzethe outputof MD5, the outputdatawould
still be totally unpredictableas long as the amountof data
returnedfrom the generatoris lessthan the inherententropy
in thepool. For this reason,the routinewhich outputsrandom
numbers,decreasesits internalestimateof how many bits of
”true randomness”arecontainedin the entropy pool.

OpenBSDoffers variousrandomdevicesproducingvarious
randomoutput data with different randomqualities. As de-
scribedearlier, entropy datais collectedfrom systemactivity,
andthenrun throughvarioushashor messagedigestfunctions
to generatethe output.

� /dev/srandom: Provides strong randomdata. If the en-
tropy pool quality starts to run low, which meansthat
suf�cient entropy is currently not available, the driver
pauseswhile moreof suchdatais collected.

� /dev/urandom: Provides randomdatawithout the guar-
anteethat randomdatais strong.So if the entropy pool
quality runs low, the driver will continueto outputdata.

� /dev/prandom: Simplepseudo-randomgenerator.
� /dev/arandom: This generatorre-seedsan ARC4 gener-

ator with its entropy pool, andthe ARC4 generatorthen
generateshigh-qualitypseudorandomoutputdata.

A. Usage of RandomNumbers

Since it has been explained in the previous section how
random numbersare being generated,it is time to look at
the various placeswhere they are being used in an operat-
ing system.The TCP/IP network stack implementationhas
various places where it relies on a good random number
generatorin order to make it harderfor an outsideattacker
to spoofpackets,to blindly inject dataor to resetestablished
connections.OpenBSDassignssourceport numbersrandomly
whereasmany otheroperatingsystemvendorsallocatesource
port numberssequentiallywhich makes it a lot easierfor an
attacker to �nd the correctsourceport.

The32-bit sequencenumber�eld in theTCPheader, avalue
that startswith a randomlygeneratedarbitrary integer which
then incrementssequentiallywith eachtransmittedpacket, is
anotherplace where a very fast and good random number
generatoris needed.

Anotherinterestingplacein OpenBSDwhererandomdatais
used,canbefoundin sys/kern exec.cwheretheroutinesfor the



executionof executablesare implemented.Before a process
canbesafelyexecuted,oneof thecomponentswhich needsto
besetup, is theprocessesstack.Usuallybuffersarealwaysat
thesameplaceon thestack,which canbe a securityproblem.
Stack-basedbuffer over�ows rely on this predictableway of
how the top of the stack is allocated.Basically an attacker
over�ows a buffer on the stack, the over�ow overwrites the
function return addresswith a �x ed value pointer into the
over�ow buffer and executionstarts.A possiblesolution for
this problemis to introducea random-sizedgapat the top of
stack.This methodis called Stackgapand it minimizes the
chancesof sucha stack-basedbuffer over�ow attack.

Since addressspaceallocationsand mappingsare fairly
predictable,randomizationof addressspace is introduced.
Eachtime whenthe systemcall mmap()is used,which maps
�les or devicesinto memory, andthe �ag MAP FIXED is not
speci�ed, a randomaddressis chosenfor the allocation.So
eachtime a programis run, it will have differentaddressspace
behaviour. Also theaddressesof objectswhichareallocatedby
malloc() are fairly predictableandsomerecentexploits have
even relied on this behaviour. malloc() handlestwo typesof
objects:

� Objectswhich aresmallerthana page:
For suchobjectsmalloc() maintainsbucketsof ”chunks”
and it is possibleto randomizechunk selectionsout of
the bucket.

� Objectswhich areequalor greaterthana page:
In this casemalloc() relieson randommmap().

When an ARPA internet protocol socket is bound to a
speci�c port numberusing the bind() systemcall, the system
can choosethe speci�c port, or elect that the systemchose
[7]. NormalUNIX behaviour resultedin thesystemallocating
port numbersstartingat 1024andincrementing.In OpenBSD
a randomport in the rangeof 1024to 49151is chosen.

Another more obvious placewheregood randomnumbers
are neededcan be found during the initialisation of volatile
encryption keys. Obviously a strong sourceof randomness
which is representedby a pseudo-randomgeneratorwhose
output is not really random,but dependson so many entropy
providing physicalprocessesthatanattackercannotpactically
predict its output, is a fundamentaland important basis for
many cryptographicapplications.

Of coursethereare many more applicationsand examples
which rely on randomnumbers,but it would exceedthescope
of this paperto describethemall.

VI . CONCLUSION

Security is like an arms race, becausethe best attackers
will continue to searchfor �a ws in a systemand craft an
exploit which grantstheman advantage.This meansthat it is
high time for defensive technologieswhich make it harderto
write an exploit [2], by making a systemenvironmentmore
hostile towardsexploitation without impactingwell-behaving
processes.The OpenBSDteam has in many ways proven
that their approachof proactive security and their ”secure
by default” policy has madeit a very secureand functional

operating system, ready for production usagein a hostile
environment.
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