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Abstract—This paper covers defensive security technologies
and secure programming techniquesemployed in the OpenBSD
operating system. Privilege separation, a secure design pattern
which is implemented in many privileged processesis discussed
basedon the network time protocol daemon OpenNTPD After-
wards a closer look at address space and memory protection
techniqueslike WX and the Stack SmashingProtector is taken.
Finally the processof gathering entropy in order to producehigh
quality random numbers is discussedbased on examplesfound
in the OpenBSDoperating system.

|. INTRODUCTION

OpenBSDbelieves in strong security and thus has been
choserto sene asanexamplefor anoperatingsystemwhichis
implementingsecuritymeasuremto mary areaf thesystem.
Their opensoftwaredevelopmentmodelpermitsthe OpenBSD
teamto take a more uncompromisingziew towardsincreased
securitythan Sun, SGI, IBM, HP [5]. Thereis also a strong
believe in full disclosureof security problemswhich means
that security issuesdo not stay hidden from the users.The
sourcecodeis constantlyauditedby membersf the OpenBSD
teamwho searchfor and x software bugs. Becauseof this
audit process,aws have beenfound in just aboutevery area
of the system.Entire new classesof security problemshave
beenfound and often sourcecode, which had beenaudited
earlier needsre-auditingwith thesenew aws in mind. Many
new ways of how to solve problemshave resultedfrom the
audit process.Sometimegheseideashave beenusedbefore
in somerandomapplicationwritten somavhere,but perhaps
not taken to the degreethat OpenBSDdoes:

stricat() and stricpy() - size-boundedtring copying and
concatenation.
Memory protectionpurify

— W™X: This policy is called (W xor X) and means
that a pagemay be either writeable or executable,
but not both (unlessapplicationrequested...)

— Randomizedmnalloc()
— Randomizednmap()
— atexit() and stdio protection
Privilege separation
Chrootjailing
ProPolice(SSP- StackSmashingProtector)

The goal of this paperis to take a closerlook at someof
thesetopics, explain themin greaterdetail and presentsome
stratgies for securesoftware development.

Il. PRIVILEGE SEPARATION

A common problem mary daemonprocessedike NTPD
(Network Time Protocol Daemon), SMTPD (Simple Malil
TransferProtocolDaemon)HTTPD (Hyper Text TransferPro-
tocol Daemon)or BGPD (Border Gatavay ProtocolDaemon)
sharewith eachother is that they run with extra privileges
grantedto them either by the setuidor setgidbits or by the
userwhich hasexecutedthem (e.g.root). The reasonfor this
is becausesuch programsrequire extra privilegesat various
times throughouttheir lifecycle [3] (e.g. binding a soclet to
a privileged port) and thus can not drop the extra privileges
permanently

Oneway to solve this problemis to useprivilege sepaation.
The conceptof privilege separatioris to setup two processes
where one processis solely responsiblefor performing all
privilegedoperationsandit doesabsolutelynothingelse.The
secondprocessis responsiblefor performing the remainder
of the programs work, which does not require ary extra
privileges.

Usually the two processesare closelyrelated,which means
that they arethe sameprogramsplit during initialisation into
two separatgrocessesisingfork(). Right after the separation
of thetwo processeghe child procesdropsall privilegesand
usuallydoesa chroot() into somespecialdirectorywhich has
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Fig. 1. Privilege SeparationData o w.

beencreatedor it (e.g./var/fempty. As illustratedin Figurel,
abidirectionalcommunicationghannekxistsbetweerthetwo
processedo allow the unprivileged processto sendrequests
to the privileged processandto receve the results.

By splitting the processednto a privileged and an unpriv-
ileged part, the risk of privilege escalationattacksis signi -
cantly reduced[3]. Sincethe parentprocesswill refuseto do
ary operationthe child doesnot need,thereis only a small
window of attack possibilities left. The unprivileged child
usuallyis responsiblgfor mostof the programs functionality
and thus standsthe greatestrisk of compromise put sinceit
hasno extra privilegesof its own, an attacler doesnot stand
to gain much from the compromise.

A. Privilege Sepaationin OpenNTPD

OpenNTPDwill sene asagoodexamplefor the conceptof
privilegeseparatioranda closerlook atthe setupof a privilege
separatedlaemonis taken.

During the initialisation phase,a Unix domainsoclet pair
is createdusing sodetpair(), which createstwo endpoints
of a connectedunnamedsoclet. Afterwards a child process
is forked using fork() and it immediately drops all extra
privilegesand chroot()'s to /var/empty Now thereis a parent
ntpd procesgunningasroot andthe child ntp enginerunsas
the user_ntp:_ntp. The communicatiorbetweerthe parentand
the child is establishedhroughthe Unix domainsoclet and
a buffer- and imsg- framework is usedfor passingmessages
betweenparentand child (seeFigure 2).

OpenNTPDusestwo messagéaypesfor the communication
betweenthe parentntpd processand the childs ntp engine

IMSG _ADJTIME: ntp engineasksthe parentto do call
adjtime() in order to correctthe time to allow synchro-

I ntp clients or peers

ntpd
master socket
UDP *:123
= > -
socketpair ntp engine
root IMSG_ADJTIME jailed child
IMSG_HOST_DNs | /varfempty _ntp:_ntg

Fig. 2. OpenNTPDprivilege separatedvith internalmessageo w.

nization of the systemclock. This processrequiresroot
privileges.

IMSG _HOST_DNS: ntp engineaskstheparentto resole
hostnamesvhich requiresaccesgo /etc

This demostrateshat thereis only a tiny fraction of code
running as root which correctsthe current systemtime by
someoffset or resoheshostnamesThe restof the implemen-
tation which is basicallyresponsiblefor

Itering repliesto increaseaccuray

sendingqueriesto all peers

collapsingthe offsetslearnedfrom eachpeerinto a single
medianoffset and call adjtime()

is much more comple< and runs as an unprivileged user
chrootedto a safedirectory

I11. WX - THE MECHANISM

A modernoperatingsystemde nes mary differentaccess
permissiondor les. Somemay be executablesomewriteable
andsomemay be readablg(of coursethereare alsocombina-
tions of thesepermissions)and a good systemadministrator
knows that by giving a le the correct permissionstrouble
canbeavoided.Takingalook atthe operatingsystemsaddress
spacerevealsthatthereare mary situationswherememoryis
both writeable and executable(permissions= W j X) where
it doesnot needto be, and becauseof this mary bugs are
exploitable.

A way to solve this permissionproblemwould be to think
abouta genericpolicy for the whole addressspace,so that
eachpagemay eitherbe writeableor executable but not both
unlessthe applicationrequestst. This policy is called W™X
(W xor X).

The implementatiorof sucha policy dependson the MMU
(MemoryManagementUnitarchitecture. Some architectures
like sparc, sparc64, alpha, amd64 ia64 and hppahave a per
pageX bit, whereaswith the i386 architecturet alreadygets
tricky sincethereis no perpageX bit, but thereis a code
segmentlimit which canbe usedto achiese the samegoal.

A. W™ Xtransitionon architectueswith per-page X bit support

Beforeit is possibleto take advantageof the perpageX bit,
a few processaddressspacechangesneedto be done.First
a look at how static binarieslook like in memory(see gure




3) mustbe taken, in orderto seewhy somethings have to be
moved around.
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Fig. 3. Signaltrampolineseparation.

The rst goal is to make the stack non-executable but in
orderto achieve that, the signaltrampoline(sigtramp), which
is aspecialpieceof codeproviding supportfor invoking signal
handlersfor a processijs at the top of the stackwhena new
processis created,and thus hasto be moved away from the
top pageof the stack rst. The sigtramp originally hasRWX
permissiongut the write permissioris not necessargandthus
removed.

Taking a look at how sharedlibraries are mapped reveals
more placeswhere things can be done better Even though
the data sggmentsare supposedo be only RW-, they contain
objectswhich are RWX. An additional dangeris that some
objectslike GOT (sharedibrary Global Offset Table)andPLT
(sharedlibrary Procedurelinkage Table) are writeable when
they do not needto be (seeleft handside of gure 4).

In orderto purify the pagepermissionsgGOT and PLT get
their own pagesandbecomenon-writeable After this change,
the data segment has no more objects with X permissions
(seeright hand side of gure 4). In order for this to work,
the runtime link editor has to be changedto cope with
theserearrangements:inally the ELF binary which hasbeen
mappedinto memory has no more pageswhich have write
and executepermissions.

B. W™X transition on architectueswithout per-page X bit

On architecturesvherethe MMU doesnot supporta per
pageX bit ason i386, otherways have to be found in order
to achieve the samegoal. On i386 thereis a code segment
limit which leadsto a lessre ned range of execution. The
basicidea is to split the addressspacein a data and code
part. This meanghatthereis a bordelinein the addresspace
aborve which executiondoesnt work, so whenezer memoryis
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Fig. 4. Mappingdynamiclibraries.

mappedcodeis split from dataand moved low, whereadata
is moved up high into the non-executableareaof the address
space.With this approachit is again possibleto split up a
binary in orderto purify permissiongo getthe desiredW"X
effect.

IV. STACK SMASHING PROTECTOR

The StackSmashingProtectorwhich hasbeendevelopedat
the IBM researchdivision in Tokio, presentssomenew ideas
for improving the stateof the art in buffer over ow detection.
Basically the main ideasare the reorderingof local variables
to place buffers after pointers to avoid the corruption of
pointersthatcouldbe usedto furthercorruptarbitrarymemory
locations,the copying of pointersin function argumentsto an
areaprecedingocal variablebuffersto preventthe corruption
of pointersthat could be usedto further corrupt arbitrary
memorylocations,and the omissionof instrumentatiorcode
from somefunctionsto decreasehe performanceoverhead.

In order to fully understandthe conceptsof the Stack
SmashingProtector a closer look at how a typical stack
structureis organizedaftera functionis called,mustbe taken,
andthe possiblekinds of attackscenariognustbe classi ed.
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The typical stack structure,after a function is called, is
shawvn in Figure IV with the stadk pointer pointing to the
top of the stack.The C programminglanguageusesthe area
from the top of the stackin the following order:

local variables,

the previous frame pointer,

the returnaddress,

andthe amgumentsof the function

wherethe frame pointer locatesthe currentframe and the
previous frame pointer storesthe frame pointer of the caller
function.

Now let's have a look at a simple buffer over ow example
in order to get a better understandingf the problem. The
function foo (seeFigure IV) demonstrates buffer over ow
which occursbecausef thefactthatthefunctionstrcpy() does
not checkthe size of the output,thusit cancopy morethan10
bytesof datato buf. Whatwill happeris thatthecharactersHi
my name”,0x010101010x02020202and0x03030303will be
assignedo buf, variable, the previous frame pointer, and the
returnaddresgespectiely, if we assumehat 32 bit variables
are used.After the foo function nishes, it will returnto it's
caller by jumping to the addresspointedto by the previous
frame pointer, but since this pointer has been overwritten
with the value 0x03030303the function will return to that
addressinstead, which isn't the caller address.If we even
further assumethat malicious code s locatedat the address
0x03030303jt will be executedwith the sameprivilege level
asthe application.

Sinceit shouldbe clearby now how buffer over ows can
be exploited, a classi cation of attack methodstargeting the
stackcanbe made:

Returnaddress: This is the mostpopularattackmethod.
The functionsreturn addresss overwritten with an ad-
dresspointing to maliciouscode.

void foo()

{

long *variable;
char buf{10];

strepy(buffer, "Hi my name111122223333");

Fig. 6. Buffer over ow example.

Local variables:Attackingthelocal variablesusuallyhas
very little effect andis seldomlyused.

Argument variables: The function pointer variable is

anothemopulartargetfor attacks Assigningthe function

pointervariableof an argumentor a local variableto the

attackcodeis a typical attackmethod.In this case,the

vulnerableplace can be found by checkingthe source
program.

Previous frame pointer: Sincethe location of the return

addresss determinedby the framepointer, andthe frame

pointer is assignedto the value of the previous frame

pointerat the time of functionreturn,it is possiblefor an

attacler to createa fake framethat hasthe returnaddress
pointedto attackcode.

A. Stak ProtectionMethod

As describedin the previous section,there are four areas
on the stackwhich needspecialattentionand protection:the
location of the aguments,the return address,the previous
frame pointer andthe local variables.

In order to be able to protectthe rst three areasfrom
changea guardvariableis introduced.The guardis inserted
next to the previous frame pointerandit is prior to an array
which is the locationwherean attackcanbegin to destry the
stack.

A randomvalue is chosenfor the guard variable at the
function prologueandthe randomvalueassignedo the guard
is checledby the functionepiloge.Sothe mainrequiremenbf
the guardvalueis thatit mustbe a valuethatanattacler cant
know. Randomnumbersare usedas guard valueswhich are
calculatedat the initialisation time of the applicationwhich
cannot be discoveredby a non-prvilegeduser

Now it is possibleto introduce a safety function model,
which involves a limitation of stackusage(see gure IV-A)
in the following manner:

the location (A) hasno arrayor pointervariable
the location (B) hasarraysor structures
the location (C) hasno array

Now theonly vulnerablelocationfor stacksmashingattacks
is location (B). But sinceit is now possibleto detectsuch
attacksby veri cation of the guardvalue, programexecution
will stop immediatelyif damageoutsidethe frame hasbeen
detected.
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In orderto protectthe fourth areafrom changethe location
of arrays and local variablesis swapped.Arrays are now
placed closer to the random guard value and integers and
pointersare placedfurther away. Becauseof this reordering,
anattackon pointervariablesin a functionframewill alsonot
succeedsincethe location (B) is the only vulnerablelocation
for a stacksmashingattackand the damagegoesaway from
location (C).

V. RANDOM NUMBERS

The computerhas beendesignedto be deterministicand
very predictableHenceit is very hardanddif cult to produce
truly randomnumberson a computeras opposedto pseudo
random numbers,where the sequenceof numbersis deter
ministic. So evenwith alarge periodof randomnumbersit is
easyfor the skilled attacler to guesshe correctsequenceand
for someapplicationghis is not acceptablelnstead,’environ-
mentalnoise” from the computers ervironment,which must
be hardfor outsideattaclersto obsenre, is gatheredn order
to generaterandom numbers.The best place for gathering
ervironmetal noise on a UNIX system,is from inside the
kernel. Sourcesof randomnessnustbe chosenwith careand
they mustful Il the following requirements:

non-deterministic

hardfor an outsideobsener to measure
Examplesof suchsourcesof randomnessvould be:

inter-keyboardtimings

inter-interrupttimings

nishing time of disk requests

mouse-interrugimings

nishing time of netinput

tty activity which consistsof inter-keypresstimings as

well asthe charactewhich hasbeenentered

audiorandomness

Randomnesdrom thesesourcesis addedto an "entropy
pool”, which is mixed usinga CRC-like function. This is not
cryptographicallystrong,but it is adequatendfastenoughso
thatthe overheadon doing it on every interruptis reasonable.
All theserandombytesare mixed into the entrogy pool, and
theroutineskeepan estimateof how mary bits of randomness
have beenstoredinto the randomnumbergeneratos internal
state.

Wheneer randombytes are desired,they are obtainedby
taking the MD5 hashof the contentof the entrogy pool. An
MD5 hashis usedin order to avoid exposing the internal
state of the entrofy pool, since it is believed that it is
computationallyinfeasibaleto derive arny useful information
aboutthe input of MD5 from its output. Evenif it would be
possibleto analyzethe outputof MD5, the outputdatawould
still be totally unpredictableas long as the amountof data
returnedfrom the generatoris lessthan the inherententrogy
in the pool. For this reasonthe routinewhich outputsrandom
numbersdecreaseits internal estimateof how mary bits of
"true randomnessare containedin the entropy pool.

OpenBSDoffers variousrandomdevices producingvarious
randomoutput data with different random qualities. As de-
scribedearlier entropy datais collectedfrom systemactivity,
andthenrun throughvarioushashor messageligestfunctions
to generatethe output.

/dev/israndom: Provides strong randomdata. If the en-
tropy pool quality startsto run low, which meansthat
sufcient entrogy is currently not available, the driver
pausesvhile more of suchdatais collected.
/dev/urandom: Provides randomdatawithout the guar
anteethat randomdatais strong.So if the entropy pool
quality runslow, the driver will continueto outputdata.
/dev/prandom: Simple pseudo-randongeneratar
/dev/arandom: This generatorre-seedsaan ARC4 gener
ator with its entropy pool, andthe ARC4 generatotthen
generatehigh-quality pseudorandomoutput data.

A. Usage of RandomNumbes

Since it has beenexplainedin the previous section how
random numbersare being generatedijt is time to look at
the various placeswhere they are being usedin an operat-
ing system.The TCP/IP network stack implementationhas
various placeswhere it relies on a good random number
generatorin orderto make it harderfor an outside attacler
to spoofpaclets,to blindly inject dataor to resetestablished
connectionsOpenBSDassignssourceport numbersrandomly
whereasmary otheroperatingsystemvendorsallocatesource
port numberssequentiallywhich malkesit a lot easierfor an
attaclerto nd the correctsourceport.

The 32-bitsequencaumbereld in the TCPheaderavalue
that startswith a randomly generatedarbitrary integer which
thenincrementssequentiallywith eachtransmittedpaclet, is
anotherplace where a very fast and good random number
generatoiis needed.

Anotherinterestingplacein OpenBSDwhererandomdatais
used canbefoundin sys/lern_exec.cwheretheroutinesfor the



execution of executablesare implemented.Before a process
canbe safelyexecuted oneof the componentsvhich needsto
be setup, is the processestack.Usually buffers are alwaysat
the sameplaceon the stack,which canbe a securityproblem.
Stack-basedbuffer over ows rely on this predictableway of
how the top of the stackis allocated.Basically an attacler
over ows a buffer on the stack,the over ow overwritesthe
function return addresswith a x ed value pointer into the
over ow buffer and executionstarts.A possiblesolution for
this problemis to introducea random-sizedyap at the top of
stack. This methodis called Stackgapand it minimizesthe
chanceof sucha stack-basedbuffer over ow attack.

Since addressspaceallocations and mappingsare fairly
predictable,randomizationof addressspaceis introduced.
Eachtime whenthe systemcall mmap()is used,which maps
les or devicesinto memory andthe ag MAP_FIXED is not
speci ed, a randomaddresss chosenfor the allocation. So
eachtime a programis run, it will have differentaddresspace
behaiour. Also theaddressesf objectswhich areallocatedoy
malloc() are fairly predictableand somerecentexploits have
even relied on this behaiour. malloc() handlestwo types of
objects:

Objectswhich are smallerthan a page:

For suchobjectsmalloc() maintainsbuckets of "chunks”
andit is possibleto randomizechunk selectionsout of
the bucket.

Objectswhich are equalor greaterthana page:

In this casemalloc() relies on randommmap()

When an ARPA internet protocol soclet is bound to a
speci ¢ port numberusing the bind() systemcall, the system
can choosethe speci ¢ port, or elect that the systemchose
[7]. Normal UNIX behaiour resultedin the systemallocating
port numbersstartingat 1024 andincrementingln OpenBSD
a randomport in the rangeof 1024to 49151is chosen.

Another more obvious placewhere good randomnumbers
are neededcan be found during the initialisation of volatile
encryption keys. Obviously a strong sourceof randomness
which is representecby a pseudo-randonmgeneratorwhose
outputis not really random,but dependson so mary entrogy
providing physicalprocessethatanattacler cannot pactically
predict its output, is a fundamentaland important basisfor
mary cryptographicapplications.

Of coursethereare mary more applicationsand examples
which rely on randomnumbershut it would exceedthe scope
of this paperto describethemall.

VI. CONCLUSION

Security is like an arms race, becausethe best attaclers
will continueto searchfor aws in a systemand craft an
exploit which grantstheman advantage This meansthatit is
high time for defensie technologiesvhich make it harderto
write an exploit [2], by making a systemervironmentmore
hostile towards exploitation without impactingwell-behaing
processesThe OpenBSDteam has in mary ways proven
that their approachof proactive security and their "secure
by default” policy hasmadeit a very secureand functional

operating system, ready for production usagein a hostile
ervironment.
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