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Abstract—This paper covers the eld of biometric systems
with a specialfocuson biometric authentication systemsA short
and general overview of biometric authentication systemsgives
some insight in how the various biometric data can be used
for authentication. After that an abstracted view of biometric
systemsis given, followed by general performance evaluation
techniques. The problems of varying biometric data, caused
by noise respectvely human nature and approachesto solve
theseproblemswith multi-biomteric systemsin combination with
information fusion, are also discussed.Sincethere is such a vast
range of possibilities for the usage of biometric systems,some
type of open systemstandardization is necessaryIn connection
to the needfor opensystemstandardsa closerlook at the BioAPI
consortium which provides a widely accepted API sewing for
various biometric technologies,is taken.

|. INTRODUCTION

First of all the term Biometricsshouldbe more or lessde-
ned in orderto have a commonunderstandingf the subject.
Bothterms’Biometrics” and”"Biometry” have beenusedsince
early in the 20th centuryto referto the eld of development
of statistical and mathematicalmethodsapplicableto data
analysigproblemsn thebiologicalsciencesThefollowing are
all exkampleswhich fall underthe umbrellaof "Biometrics” as
the term hasbeenbhistorically used:

Statisticalmethodsfor the analysisof datafrom agricul-
tural eld experimentsto comparethe yields of different
varietiesof wheat.

The analysisof datafrom humanclinical trials evaluat-
ing the relative effectivenessof competingtherapiesfor
disease.

The analysisof datafrom ervironmentalstudieson the
effects of air or water pollution on the appearancef
humandiseasén a region or country.

Recentlythe term "Biometrics” hasalso beenusedto refer
to the emeging eld of technologydevotedto identi cation
of individuals on the basis of their biological traits, such
as those basedon retina-scansjris-patterns, ngerprints or
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face recognition. The recentusageand meaningof the term
"Biometrics” will be the primary focus of this paper

In todaysworld a wide variety of applicationsrequiresreli-
ableandsecureauthenticatiormethodgo con rm theidentity
of an individual requestingtheir service.Some examplesof
such applicationswould include secureaccessto buildings,
computersystemsJaptops,cellular phonesmemorysuchas
USB sticks and mary more. Furthermoreit is possibleto
establishan identity basedon "who you are” ratherthan by
"what you posses”(e.g. identi cation cards)or "what you
remember”(e.gpassverds).[1]

Il. BIOMETRIC SYSTEM EXAMPLES

A. Fingerprint

Among all the biometrictechniques,ngerprint-basedden-
ti cation is the oldest method which has been successfully
usedin numerousapplications.The ngerprint itself consists
of patternsfound on the tip of the nger, thus makingit a
physicalbiometric. Fingerprintsare known to be uniqueand
immutable for each personand the basic characteristicsof
ngerprints do not changewith time. The uniquenessof a
ngerprint can be determinedby the patternsof ridges and
furrows as well asthe minutiae points on the surface of the
nger. Minutiae pointsarelocal ridge characteristicshatoccur
at eitheraridge bifurcationor a ridge ending.Fingerprintsare
routinely usedin forensiclaboratoriesandidenti cation units
all over the world andhave beenacceptedn the court of law
for nearlya century Sincethe 1980's the usageof ngerprints
in civil areashasbecomemorerelevant becausef increasing
accurag and decreasingprices of ngerprint devices. Some
examplesof the useof ngerprint devicesin civil areasare:

Fight the aluseof civil serviceslike social security
Permittinglogins basedon ngerprints.
Fight againstillegal immigration.



B. Handscan

This biometric approachusesthe geometricform of the
handfor con rming an individual's identity. Speci ¢ features
of a hand must be combinedto assuredynamic veri cation,
since human handsare not unique. Characteristicssuch as
nger curves,thicknessandlength,the heightandwidth of the
backof the hand,the distancedetweenjoints andthe overall
bonestructure are usually extracted.Thosecharacteristicare
pretty much persistentand mostly do not changein a range
of years.

The rst handscanneraiere usedmore than 20 yearsago
and thereforeit was one of the rst biometric recognition
systems.For scanningthe hand a CCD (Charge-Coupled
Device) camerais necessaryThe cameratakes two binary
photos,one from above and one from besidethe hand.Over
90 measuremeni@recombinedo form atemplate A template
is a binary le createdfrom distinctive information from a
biometric sample.Registrationof a new userdependson the
systembut normally lasts less than 1 minute. The camera
takes 3 times 2 shotsand the systemcalculatesthe averages
and storesthe userwith a speciallD with his handgeometry
code. The veri cation processrequiresthe userto enteran
ID in order to verify the claimed identity. After the user
ID hasbeenenteredand the photoshave beencaptured,the
calculationof the featureset representinghe biometric trait
andthe veri cation procesdastsno longerthana second.

Handscarapplicationshave proventheir practicalusewhich
is shavn by the 30-60% market shareof biometric identi -
cation applications.The following listing should give some
examplesin real world areaswherehandscandenti cation is
or wasused:

Personeht the olympic gamesl996wereidenti ed with
handscans.

In alot of casesaccesgo military plantsis grantedupon
successfuhandscaridenti cation.

Airport personehtthe SanFranciscoAirport is identi ed
by handscans.

C. Signatue

Signatureveri cation is the processusedto recognizean
individual's hand-writtensignature Dynamic signatureveri -
cation usesbehaioral biometricsof a handwritten signature
to con rm the identity of a person.This can be achieved by
analyzingthe shape,speed,stroke, pen pressureand timing
informationduring the act of signing.On the otherhandthere
is the simple signaturecomparisorwhich only takesinto ac-
countwhatthe signaturdookslik e. Sowith dynamicsignature
veri cation, it is not the shapeor look of the signaturethat
is meaningful,it is the changesn speedpressureandtiming
that occur during the act of signing, thus makingit virtually
impossibleto duplicatethosefeatures.

Devices which enabledynamic signatureveri cation store
the behavioral factorsand the capturedsignatureimageitself
for future comparisorin their databaseThesedevicesaccount
changesn one's signatureover time by recordingthetime and
the dynamicfeatureseachtime a personusesthe system.

The major dif culty with this technologyis to differentiate
betweenthe consistentparts of a signature,these are the
characteristicof the static image, and the behaioral parts
of a signature,which vary with each signing. Comparing
mary signaturesnadeby oneindividual revealsthe fact that
an indivduals signatureis never entirely the sameand can
vary substantiallyover anindividual's lifetime. Allowing these
variationsin the system,while providing the bestprotection
againstforgery is a big problem faced by this biometric
technology

The nancial industrysometimesisessignatureveri cation
for mone transactions.The ManhattanBank was the rst
bankto testsuchan approachby usinga biometric signature
applicationfor their money transactiorsystem.

D. Iris

Iris scanbiometricsemploys the uniquecharacteristicand
featuresof the humaniris, which remainsunchangedhrough-
outanindividual'slifetime, in orderto verify theidentity of an
individual. Theiris is the areaof the eye wherethe pigmented
or coloredcircle, usuallybrown, green,grey or blue, ringsthe
dark pupil of the eye. Theiris is well protectedcauseof the
humananatomyand thereforeinjuries arerare.

Typically the iris scanprocessbegins with a photograph
which is taken with a special cameraclose to the subject.
The userhasto be in betweena maximumdistanceof about
1 meterto the readingdevice. The camerausesan infrared
imagerto illuminatethe eye andcapturea very high resolution
photograph.The inner edge of the iris is located by an
iris-scanalgorithm which mapsthe iris distinct patternsand
characteristics.

Systemsusing iris biometricseven work with glassesand
this technologyis one of the few biometrictechnologieghat
canwork well in identi cation mode.

Iris patternsareextremelycomple, carryingan astonishing
amountof informationandhave over 200 uniquespots.Unique
spotsare catgyorizedinto the tissue,which givesthe appear
anceof dividing the iris in a radial fashion,rings, furrows,
freckles and the corona. The fact that an individual's right
andleft eyesaredifferentandthat patternsareeasyto capture,
establishesdris-scantechnologyas one of the biometricsthat
is very resistantto false matchingand fraud.

E. Retina

Along with iris recognitiontechnology retina scanis per
hapsthe mostaccurateandreliablebiometrictechnology It is
alsoamongthe mostdif cult to useandrequireswell-trained,
andis perceved as being moderatelyto highly intrusive. The
usershave to be cooperatie and patientto achieve a proper
performance.

Basicallythe retina, a thin nere on the backof the eye, is
the part of the eye which sensesdight and transmitsimpulses
throughthe optic nene to the brain. Blood vesselsusedfor
biometric identi cation are located along the neural retina
which is the outermostof the retina's four cell layers.



Fig.1. Exampleof someof thebiometrictraitsassociateavith anindividual:
(a) ngerprint, (b) face,(c) handgeometry(d) signature(e) iris and(f) retina.

Researchhas proven that the patternsof blood vesselson
the backof the humaneye wereuniquefrom personto person.
It has even been proven that these patterns,even between
identicaltwins, were indeedunique. This patternalsodoesnt
changeover the courseof a lifetime.

Retinalscannersequiretheuserto placetheir eyeinto some
sort of device and then ask the userto look at a particular
spotso thatthe retinacanbe clearlyimaged.This technology
involves using a low-intensity infrared light sourcethrough
an optical couplerto scanthe unique patternsof the retina.
The re ection of the vascularinformationis being recorded.
Retinascanningworks well in both modes,identi cation and
veri cation. Additional advantagesncludethe smalltemplate
size and good operationalspeed.

F. Voice

Of the mary types of biometric technologiesavailable
today voice identi cation and authenticatiorsolutionshave a
uniqueedgeover muchof the competition,becauseustomers
typically don't needto purchasenen hardwareto implement
the solutions. Most of the voice biometric solutionscan be
usedthrougha typical telephoneor microphonehooked up to
the computer

In orderto identify or authenticatausers,most voice bio-
metric solutionscreatea voice print of the user a template
of the person$ unique voice characteristicereatedwhen the

userenrolls with the system.During enrollmentthe userhas
to selecta passphraser repeata sequencesf numbers.The
passphrasshouldbe in the lengthof 1 to 1.5 secondsThe
problemwith shorterpassphraseis thatthey have not enough
data for identi cation. Longer passphrase®ave too much
information. The user has to repeatthe passphraser the
sequencef numbersseveraltime. This makesthe enroliment
processlasting much longer than with other biometric tech-
nologies.All subsequenattemptsto accesghe systemrequire
the user to speak,so that their live voice samplemay be
comparechgainsthe pre-recordedemplate A voice biometric
sampleis a numericalmodelof the sound patternandrhythm
of an individualsvoice.

A problem consideringthe voice is that peoples voices
changeover time along growth, or when someonehas got
a cold or an otherdeseaseBackgroundnoise canalsobe an
disturbingfactor

G. Face

Human face detectionplays an importantrole in applica-
tions such as video surwillance,humancomputerinterfaces,
face recognition, and face image databaseg8]. To enable
this biometric technologyit requiresto have at leasta video
camera,PC cameraor a single-imagecamera.Nevertheless,
this biometricapproactstill hasto dealwith alot of problems
and can not work with acceptablddenti cation ratesunless
certainrestrictionsare being consideredFinding a facein a
picture where the position, the orientation, the background
and the size of a faceis variable,is a very hard task and
mary algorithmshave beenworked on to solve this problem.
Other problemswith facedetectionoccurwheneer facesare
partially covered,as with beards,glasseshair style or hats,
becausea lot of informationjust stayshidden.

I1l. BIOMETRIC AUTHENTICATION SYSTEMS

Looking atbiometricsystemsn amoregeneraway will re-
veal certainthingsall biometric-baseduthenticatiorsystems
have in common.In generalsuchsystemswork in two modes:

Enrollment mode: In this mode biometric user data is

acquiredThisis mostlydonewith sometypeof biometric

reader Afterwardsthe gatheredinformationis storedin

a databasevhereit is labeledwith an useridentity(e.g.
name,identi cation number)to facilitate authentication
[2].

Authenticationmode: Again biometric user datais ac-

quired rst and usedby the systemto either verify the

users claimed identity or to identify who the useris.

While identi cation involves the processof comparing
the usershiometricdataagainstall usersin the database,
the processof veri cation comparesthe biometric data
againstonly those entries in the databasewhich are

correspondingo the usersclaimedidentity.

In generalone can considerthe veri cation of the identity of
a persona two-classproblem:

eitherthe personis who he/sheclaimsto be (client)



or the personfails to be the one he/sheclaims to be
(imposto)
So we are basicallydealingwith a binary-decisiorscheme
where we either acceptor reject a person.Simple biometric
systemsusually consistof the following four components:

1) Sensormodules:This modulesacquiresbiometric user
data. Examplesof sensormoduleswould be an retina-
scannermr a ngerprint sensor

Feature extractionmodules:This modulesis responsible
for extracting feature values of a biometric trait. If
handgeometrywould be usedas a biometric trait then
featurevalueswould includewidth of ngers at various
locations, width of the palm, thicknessof the palm,
lengthof ngers etc.

Matching modules:The matchingmodulescompareghe
acquired biometric featuresagainstthose stored in a
database.

Decision-makingmodules: The usersidentity is either
establishear a claimedidentity is acceptedr rejected.
This is done basedon the results of the matching
modules.

Since we are dealingwith a binary decisionschemeit is
obvious that the decision-makingnodulecanmake two kinds
of errors. The errors, which can be madein the processof
veri cation, are called:

False Rejection (FR): whenan actualclient getsidenti-
ed asanimpostor

False Acceptance (FA): when an actual impostor gets
identi ed asa client.

2)

3)

4)

V. PERFORMANCE EVALUATIONS

The performanceof a biometric authenticatiorsystemcan
be measuredas the False AcceptanceRate FAR Equation
(2), or the False RejectionRate FRR Equation(1) which are
de ned as:

number of f alserejections
number of client accesses
number of f alseacceptances

number of client accesses

FRR

1)

FAR

(2)

A perfect biometric authenticationsystemwould have a
FRR = 0 anda FAR = 0 which is a little bit unachieable
in reality. It is alsointerestingthatary of the two valuesFRR
and FAR can be reducedto an arbitrary small number with
the drawvback of increasingthe othervalue.

Anotherinterestingvalueis the TotalErrorRate TER Equa-
tion (3) which is de ned as:

number of FA + number of FR 3)
total number of access
At this point it is importantto emphasisethe fact that

thesemeasuresould be heavily biasedby oneor eithertype
of errors (FAR or FRR) dependingonly on the number of

TER =

accessesvhich have beenusedin obtainingtheserespectie
errors.This meansthatthe TER will alwaysbe closerto that
type of errorwhich hasbeenobtainedwith the largestnumber
of accesses.

The overall performanceof a biometric authenticatiorsys-
tem should not be measuredby the TER but rather by the
Recever Operation Characteristic ROC, which represents
the FAR as a function of the FRR. So wherever there is
a tradeof of error types, a single performancenumber is
inadequateo representhe capabilitiesof a system.Sucha
systemhasmary operatingpoints andis bestrepresentedby
a performancecurve. The ROC curve hasbeenusedfor this
purposeGenerallyfalsealarmis plottedon the horizontalaxis
whereasthe correct detectionrate is plotted on the vertical
axis.
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Fig. 2. Examplesof operatingpoints of differentapplicationtypes.

In someapplicationsthoughthe DetectionError Tradeof
DET curve hasbeenfoundto be moreusefulsincebothtypes
of errors are plotted on the DET curve. Typically one can
obsene approximatelystraightlines, which do correspondo
normallik elihooddistributions,in DET plots. This methodis
especiallyusefulin speechapplications.For further informa-
tion see[5] andFigure 3.

Somehigh security applicationstend to keepthe FAR as
small aspossiblewhenthey operateat the point on the ROC.
Forensicscienceoperateswith a very low FRR and a very
high FAR sincethey desireto catcha criminal even at the
expenseof examining large numbersof false accepts.Civil
applicationstry to work at a level whereFRR and FAR are
both aslow as possible(seeFigure 2).

V. PROBLEMS WITH BIOMETRICS

In theory collecting and verifying biometric data is no
problembut in todaysdemandingeal-world applicationghere
are a lot of problemswith biometric systems.One of those
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Fig. 3. DET-curve example.

problemsis that biometric traits extractedfrom personstend
to vary with time for one and the samepersonand to make
it even worse, this variation is itself very variablefrom one
personto another Most of the other problemsare causecdby
extreme or constantlychangingsurroundingsand the nature
of certainbiometric measures.

A. Noise

Noisy biometric data like a personhaving a cold(wice
recognition),a simple cut on ones nger( ngerprint scan)or
differentlighting conditions(fcedetectionyaresomeexamples
of noisyinputs.Otherexamplesare miscon guredor improp-
erly maintainedsensorsor incorvenientambient conditions
like dirt on a sensorfor ngerprints or voice recognitionwith
loud backgroundhoise.The problemwith noisybiometricdata
is that authorisedpersonneimay getincorrectly rejectedfR),
if the noisy dataaffects the extractedfeaturesso much, that
no matchcan be found in the biometric databaseThe other
extreme situation would occur if noise would changethe
extractedfeaturesin such a way, that the result feature set
would matchto anotherpersonFA).

B. Distinctiveness

While a biometric trait is expectedto vary signi cantly
acrossndividuals,theremaybelargesimilaritiesin thefeature
sets used to representthesestraits. Thus, every biometric
trait hasa theoreticalupperboundin termsof discrimination
capability [1].

C. Non-univesality

The problem of non-uniersality arises when it is not
possibleto acquirecertainbiometrictraits from all users.That

meansthat eventhougha personhasa ngerprint, it still may
be impossibleto acquirethat trait becausef the poor quality
of the ridgeswhich make up the ngerprint.

VI. MULTI BIOMETRIC SYSTEMS

Most of the problemsand limitations of biometrics are
imposedby unimodalbiometric systemsUnimodalbiometric
systemsrely on the evidence of only a single biometric
trait. Some of these problemsmay be overcomeby multi
biometric systemsand an ef cient fusion schemeto combine
the information presentedn multiple biometric traits. It is
evidentthat problemslike non-uniersaltraits, distinctiveness
and security problemsare easierand betterto deal with if
more biometrictraits are present.

Soif a personsngerprint cannot be acquiredby a sensor
other biometric methodslike voice recognition and retina-
scansaretakeninto accountandthe resultingdatais validated
againstthe biometric database Spoo ng of biometric data
also becomeshardersinceit is far easierto spoofonly one
biometrictrait whereaswith multi biometric systemst would
be necessaryo spoofseveral traits simultaneously

A. Fusion of Biometric data

In general there are three possible levels of fusion for
combiningtwo or morebiometricsystemgo a multi biometric
system:

Fusion at the feature extraction level: Featuresetsare
acquired from each sensorwhere each feature set is
representedsa vector Thenthevectorsareconcatenated
which resultsin a new feature vector with higher di-
mensionalityrepresenting personsdentity in a different
hyperspace.

Fusion at the matding scoe level Each biometric
systemprovides a matching score which indicatesthe
proximity of the featurevectorwith the templatevector
Fusionat this level would meancombiningthe matching
scoresin order to verify the claimed identity. In order
to combinethe matchingscoresreportedby the sensors,
techniguesuchaslogistic regressioris used.Thelogistic
regressionmodel is simply a non-lineartransformation
of the linear regression.The logistic distribution is an
S-shapeddistribution function similar to the standard-
normal distribution, but it is easierto work with in
most applicationsbhecausehe probabilitiesare easierto
calculate Thesetechniquesattemptto minimisethe FRR
for a given FAR [7].

Fusionat the decisionlevel: Theresultingfeaturevectors
from eachsensomeedto be classi ed into two classes
rejector accept.Afterwardsa majority vote schemecan
be usedto make a nal decision.

Soin the context of biometrics,fusion cantake the following
forms:

Single biometric multiple representation:This approach
involvesa type of fusion which usesmultiple representa-
tions on a single biometricindicator Eachrepresentation



hasits own classi er and the similarity scoresreported
by theseclassi ers are then consolidated?2].
Singlebiometricmultiple matders: Anotherpossibilityis
to combinemultiple matchingstratgiesin the matching
module of a biometric systemand combinethe scores
generatedy thesestratgies.

Multiple biometric fusion: The combinationor fusion
of multiple biometric traits is usedin order to achieve
an improvementof speed,reliability and accurag of a
biometric system.

VIl. STANDARDS

The biometricsindustry includes more than 150 separate
hardware and software vendors, each with their own pro-
prietary interfaces,algorithms,and datastructures. Standards
are emeging to provide a common software interface, to
allow sharingof biometric templatesandto permit effective
comparisorandevaluationof differentbiometrictechnologies
[9].

The BioAPI consortiumhasreleasedan opensystemstan-
dard called the BioAPI which de nes a commonmethodfor
interfacingwith biometricapplicationsTodaythe BioAPI has
beenacceptecaisan ANSI standard ANSI/INCITS 358-2002.
The BioAPI is implementedn the C programminglanguage
and it is intendedto provide a high-level genericbiometric
authenticationrmodel suited for ary form of biometric tech-
nology. It coversthe following basicfunctions:

enrolment

veri cation andidenti cation

a databaseénterfaceis also provided in orderto manage
the identi cation populationfor optimum performance

The BioAPI also provides primitives that allow the appli-
cationto managethe captureof sampleson a client, and the
enrolment,veri cation andidenti cation on a sener [10].

VIII. BIOMETRIC APPLICATION SCENARIOS
A. Biometricsapplicationsand plansin the United Kingdom

The UnitedKingdompassporservice(=UKPS) starteda six
monthtrial in 2004to testtherecordingandveri cation of fa-
cial recognition,ris and ngerprint biometrics Approximately
10000participantswill take partin thetrial. Resultsfrom the
trial will help to inform the governments plansto introduce
biometrics to supportimproved identity authenticationand
help preventidentity fraud [11].

The participantswill receve a card with their photograph
on the front. The chip embeddedn the cardwill containan
electronicphotographandthe persons biometrics.The cardis
issuedsolely asa demonstratoand cannotbe usedfor travel
or identi cation purposegseeFigure 4).

All the biometrics obtainedfrom the participantswill be
destryedatthe endof thetrial. All processecordingsandthe
participantgjuestionnairewill beanorymousandanalysedy
the UKPS [11]. The main objectvesare:

Test the use of biometricsthrough a simulation of the
passporiprocess.

Include exceptioncasesg.g. peoplewho may have dif -
cultiesin enrolment.

Measurethe procesgsime and henceestimatecosts.
Assesscustomerperceptionsand reactions.
Assesspractical aspectsof incorporationof biometrics
into a biometric database.

Identify issuesand risks and producean outline for an
implementatiorplan.

In the middle of 2005, the governmentof the United
Kingdom plansto introducebiometric technology especially
the electronicalscanningof the iris, at the Heath-rav, Gat-
wick and Stan-steadairport in London and the airports in
ManchesteandBirmingham.A fasterentryandexit procedure
shouldbe achiesed with this innovation.

Anotherexampleof the useof biometrictechnologyin the
United Kingdom is the London City Airport. It hasbecome
the rst airportin Europeto establishterminalwide biometric
securityaccesdor its 1600employees.Fingerprintrecognition
anda photolD cardis usedto identify a person.The system
is usedacrossall areasatthe airportandeventhoughits usage
wasonly plannedor staf membersit is possibleto extendthe
systemto also handleentry and exit proceduresof travellers
[15].

Fig. 4. United Kingdom passportservicetrial ID card.

B. Biometricapplicationsand plansin the U.S.

US-VISIT is part of a continuumof securitymeasureshat
begins overseasyhen a personappliesfor a visato travel to



the United States,and continueson throughentry and exit at
U.S. air andseaportand,eventually at land bordercrossings.
The US-VISIT programshouldenhanceshe securityof U.S.
citizensand visitors by verifying the identity of visitors with
visas[12].

Biometric technologies.especiallythe scanningof nger-
prints in combinationwith taking a digital photograph,are
being used during entry and exit proceduresto verify the
identity of a personThis processs appliedto persondetween
the ageof 14 to 79 who are travelling with visas.

This project startedat January5, 2004 at the Airport in
Atlanta, U.S., and should be extendedto the 115 greater
airportsand 14 seaportantil the end of 2004.

Additionally, in May 2004, the United StatesEmbassyin
BuenosAires beganelectronicallyscanninghe ngerprints of
all visa applicants.Today more thana 100 U.S. visa-issuing
consularsectionsare scanning ngerprints. By October2004,
every U.S. consularsectionin the world, should be able to
electronicallycapturethe ngerprints of visa applicants[13].

In 2005,the United Stateswill alsobegin to issuemachine-
readablepassportawith biometricidenti ers. At least nger-
prints will be includedto the U.S. citizen's passportsOther
"visa-waiver” countrieslike Germaly, Franceand Japanwill
also develop biometric passportswithin the next years, but
the governmentsof thesecountrieswere not able to meeta
concretedeadlinefor issuingbiometricpassportgor travellers.

C. AutomatedFingerprint Identi cation Systems

Many law enforcementagenciesoften use fast ngerprint
identi cation systemshasedon a hugeamountof ngerprints
storedin a databaseThesesystemsare called AFIS (Auto-
matedFingerprint Identi cation Systems)

The FBI's Integrated AFIS maintainsthe largest biomet-
ric databasein the world, containingthe ngerprints and
correspondinghistory information for more than 47 million
subjects.This systemis running the whole time. As a result
of anelectronicallysubmitted ngerprint, the agencieseceve
responseto a criminal ten-print ngerprint submissionwhich
containsten-rolled ngerprint impressionsand a correspond-
ing at ngerprint impressionwithin 2 hoursand within 24
hoursfor a civil ngerprint submissiorn14].

But the IAFIS supportsboth, electronic and hard copy
submissionsof latent ngerprints. Speciallaboratorieshave
beendeployedin orderto enhancahesearchcapabilitiesusing
databasesspeciallydesignedor matchinglatent ngerprints.

IX. CONCLUSION

Biometric systemsand especiallymulti biometric systems
have a huge potential of growth. By using biometric tech-
nologies, accessproceduresshould be made simpler, faster
and more secure.Especially governments,law enforcement
agencies,military and industrial companies,already make
partial useof this technology

In the future biometric devices will surely becomemore
involved in mary civil areas.Maybe in a couple of years
accessto onesprivate home or car will be grantedupon a

successfulris scan,thus making the traditional houseor car
keys obsolete.Maybe money, credit cardsand chequeswill
becomeobsoletedby leaving ones ngerprint instead of a
certainamountof monetaryvalue.

But in spite of all the advantagescoming along with the
broaderusageof biometrictechnologyin our every day lives,
thistechnologyalsobringsup awholenew rangeof dif culties
and problems.So it will not sufce to studyfactorslike cost
versusperformanceradeofs, or usability and securityissues
beforedeploying biometricsystemsVery specialcaremustbe
taken what may be donewith the acquiredbiometricdataand
who may useit for a certainpurpose.
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